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Abstract. This document gives some examples of PKCS. The reader is assumed to be familiar with the
members of the PKCS family, or at least to have read the PKCS overview.

1. Introduction

This document illustrates some of the PKCS standards with the following
sequence of examples:

1. An example user, called "Test User 1," generates an RSA key pair
according to PKCS #1 and protects the private key with a password
according to PKCS #5 and #8.

2. The user prepares a PKCS #10 certification request and obtains a
certificate.

3. The user prepares a digitally signed message according to PKCS
#1.

In the examples, long integers are written in hexadecimal, most significant octet
first. As usual, BER encodings are displayed as hexadecimal octet strings. All
BER encodings in this document are also DER encodings.

*Supersedes June 3, 1991 version, which was also published as NIST/OSI Implementors’ Workshop
document SEC-SIG-91-25. PKCS documents are available by electronic mail to <pkcs@rsa.com> .

Copyright 0 1991-1993 RSA Laboratories, a division of RSA Data Security, Inc. License to copy
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2. Generating a key pair and protecting the private key

The process of generating a key pair and protecting the private key breaks down

into five steps:

1. Generating an RSA key pair according to PKCS #1.

2. Encoding values of type RSAPublicKkey and RSAPrivateKey
according to PKCS #1 to represent the key pair in an algorithm-

specific way.

3. Encoding values of type PrivateKeylnfo according to PKCS #8
to represent the private key in an algorithm-independent way.

4. Encrypting the PrivateKeyinfo encoding with a password

according to PKCS #5.

5. Encoding a value of type EncryptedPrivateKeyInfo
to PKCS #8 to represent the encrypted PrivateKeyInfo
an algorithm-independent way.

2.1 Generating an RSA key pair
Test User 1 generates an RSA key pair according to PKCS #1.

In the example, the modulus n is the following 508-bit integer:

n =0a66 79 1dc698 8168 de 7a b7 74 19 bb 7f b0 c0 01 c6 27 10 27 00
7514 29 42 e1 9a 8d 8c 51 d0 53 b3 e3 78 2a 1d e5 dc 5a f4 eb €9 94 68
17 01 14 a1 df e6 7c dc 9a 9a f5 5d 65 56 20 bb ab

The prime factors p and q of the modulus are:

p =33d48445c859e52340de 70 4b cd da 06 5f bb 40 58 d7 40 bd 1d
67 d2 9e 9¢c 14 6¢ 11 cf 61

g =33 5e 84 08 86 6b 0f d3 8d c7 00 2d 3f 97 2c 67 38 9a 65 d5 d8 30 65
66 d5 c4 f2 a5 aa 52 62 8b

The public exponent e is F4 (65537):

e =010001

according

The private exponent d and other private-key parameters are as follows:

d =0123c5hb61ba36edbld36 79904199 a8 9e a8 Oc 09 b9 12 2e 14
00 cO9adc {7 78 46 76 dO 1d 23 35 6a 7d 44 d6 bd 8b d5 Oe 94 bf c7 23
fa 87 d8 86 2b 7517 76 91 c1 1d 75 76 92 df 88 81
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dmodp-1 =04 5ec9 00 715253 25d3d4 6d b7 96 95 e9 af ac c4 52 39
64 36 Oe 02 bl 19 ba a3 66 31 62 41

dmodag-1 =15eb 3273 60c7 b6 0d 12 e5 e2 d1 6b dc d9 79 81 d1 7f ba
6b 70 db 13 b2 Ob 43 6e 24 ea da 59

gl modp =2ca6366d72 78 1d fa 24 d3 4a 9a 24 cb c2 ae 92 7a 99 58
af 42 65 63 ff 63 fb 11 65 8a 46 1d

2.2 Encoding RSAPublicKey and RSAPrivateKey values

Test User 1 encodes values of type RSAPublicKkey and RSAPrivateKey
according to PKCS #1 to represent the key pair in an algorithm-specific way.

The BER-encoded RSAPublickey value is:

30 47

02 40 modulus =n
0a 66 79 1d c6 98 81 68 de 7a b7 74 19 bb 7f b0
c001c62710270075142942el9a8d8c51
d0 53 b3 e3782alde5dc5afdebed 946817
01 14 al df e6 7c dc 9a 9a f5 5d 65 56 20 bb ab

0203010001 publicExponent =e
The RSAPublicKey value is later used in a certificate.

The BER-encoded RSAPrivateKey value is:

308201 36

020100 version

02 40 modulus
0a 66 79 1d c6 98 81 68 de 7a b7 74 19 bb 7f b0
c001c62710270075142942el9a8d8cb51
d053b3e3782alde5dc5afdebe9 946817
01 14 al df e6 7c dc 9a 9a 5 5d 65 56 20 bb ab

02 03 01 0001 publicExponent

0240 privateExponent
01 23 c5 b6 1b a3 6e db 1d 36 79 90 41 99 a8 9e
a8 0c09b9122e1400c09adcf7 7846 76 dO
1d 23 35 6a 7d 44 d6 bd 8b d5 Oe 94 bf c7 23 fa
87d8862b 7517 7691 cl1d 75 76 92 df 88 81

02 20 primel = p
33 d4 84 45 ¢c8 59 e5 23 40 de 70 4b cd da 06 5f
bb 40 58 d7 40 bd 1d 67 d2 9e 9c 14 6¢ 11 cf 61

02 20 prime2 = q
33 5e 84 08 86 6b 0f d3 8d c7 00 2d 3f 97 2c 67
38 9a 65 d5 d8 30 65 66 d5 c4 f2 a5 aa 52 62 8b

o o

02 20 exponentl = d mod p-1
04 5e c9 00 71 52 53 25 d3 d4 6d b7 96 95 e9 af
ac c4 52 39 64 36 0e 02 b1 19 ba a3 66 31 62 41

02 20 exponent2 = dmod g-1

15eb 32 7360 c7 b6 0d 12 e5 e2 d1 6b dc d9 79
81 d1 7f ba 6b 70 db 13 b2 Ob 43 6e 24 ea da 59
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02 20 coefficient = g1 modp
2c a6 36 6d 72 78 1d fa 24 d3 4a 9a 24 cb c2 ae
92 7a 99 58 af 42 65 63 ff 63 fb 11 65 8a 46 1d

2.3 Encoding a PrivateKeylInfo value

Test User 1 encodes a value of type PrivateKeyInfo according to PKCS #8 to
represent the private key in an algorithm-independent way.

In this example, the private key is identified by PKCS #1's rsaEncryption
which has the object identifier value {1 2 840 113549 1 1 1} . There are no
attributes in the private-key information.

The BER-encoded PrivateKeylInfo value is the following 340-octet string:

30820150
02 01 00 version =0
30 0d privateKeyAlgorithmldentifier
06 09 algorithm = rsaEncryption
2a 8648 8617 0d 010101
0500 parameters = NULL
04 82 01 3a privateKey = RSAPrivateKey  encoding

30820136 ...658a46 1d

2.4 Encrypting the PrivateKeylnfo encoding

Test User 1 encrypts the PrivateKeyInfo encoding with a password according
to PKCS #5.

In this example, the selected password-based encryption algorithm is "MD2 with
DES-CBC." There are three steps to this algorithm: a DES key and initializing
vector are derived from the password with MD2, given a salt value and an
iteration count; the PrivateKeylnfo encoding is padded to a multiple of eight
bytes; and the padded PrivateKeylnfo encoding is encrypted under DES.

The message M is the PrivateKeylnfo encoding.
The password P is the ASCII string "password":
P =70617373776f7264

The salt value S (which happens to be derived deterministically from the MD?2
message digest of the octet string P || M) is:

S =537c 94 2e 8a 96 04 4b

The iteration count cis 1.
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The result of one iteration of MD2 on the octet string P || S is the following 16-
octet string:

13 1a 55 51 fe 1f d2 a4 3a d9 95 74 66 6b 67 ce

The DES key K (with odd parity) and the initializing vector IV derived from the
message digest are:

K =13 1a54 51 fe 1f d3 a4

IV =3ad9 95 74 66 6b 67 ce

The padding string PS for the message M is
PS =04 0404 04

since the length of the message M is 340 octets, which is four less than a multiple
of eight.

The ciphertext C resulting from encrypting the octet string M || PS under DES
with key K and initializing vector 1V is the following 344-octet string:

20 d4 dd 6a 50 5f 0d ea e3 da a6 98 22 a0 10 Oe 70 ef e2 8f 4b 07 ff ee
77 b2 34 3fc7 ee 61 2584 b3 7e 13 ¢3 d8 fd ad 83 94 Oc a3 5b 70 67 2d
48 9¢ 10 2357 31 77 b1 48 2a c2 65 40 ce 10 33 40 87 cf f8 7b 2a 05 Oe
3f3a9ec74eal 08 7f 02 9e a9 06 7a a5 9a 7e 64 cd 03 1a 49 6b 47 b0
64 6d 04 65 8b 31 d7 3a 12 58 24 80 da 44 73 0a c4 Of af 4a 00 8e 8f d3
5b 22 1e 84 1¢c 54 20 37 50 b3 ¢2 94 74 60 64 51 65 al 41 ca a7 34 68 al
cl e359 be 9b 42 54 14 06 ae 17 b4 f4 £3 75 9f 6d 29 96 ef 3e 5¢c aa 6d
61 4d d8 5d d3 b5 7d fd c4 54 ¢8 63 Oe al 22 90 28 a9 11 a6 €6 dd 41 93
75 76 f1 b3 e5 6a 0f 85 7b 19 95 a2 94 9b 25 3c e2 fe 27 aa d6 le f2 d7
bb 00 cb 62 fa b7 87 c9 bd 6a fa 5¢c ce 22 b7 2b 6¢ 8c 29 4b e3 f2 2b be
fa 44 42 dc 31 11 O0a f2 6d ad 82 9c ¢3 2a 15 ca 1f 00 c3 93 €8 l1a fc 4b
5d 99 75 77 f4 f7 fd 17 65 9e 6e 7f a0 66 05 b0 28 b3 ef c0 65 4e bb ea
34 78 36 cf d3 ae 38 dd 79 45 f7 f0 b8 99 cb 71 27 64 c5 ¢7 d3 61 9d fb
6e badceb6 a4 22dd 11 8de888 63 77 4a4a 8f8840b5 1d 01 12e5ea
fe 71 b6 b3 7e 71 c8 cf

2.5 Encoding the EncryptedPrivateKeylInfo value

Test User 1 encodes a value of type EncryptedPrivateKeyinfo according to
PKCS #8 to represent the encrypted PrivateKeyinfo value in an algorithm-
independent way.

In this example, the encryption algorithm is identified by PKCS #5's
md2WithDES-CBC, which has the object identifier value {1 2 840 113549 1
51} .

The BER-encoded EncryptedPrivateKeyInfo value is:
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30820178
30 1la encryptionAlgorithm
06 09 algorithm = pbeWithMD2AndDES-CBC
2a 86 48 86 f7 0d 01 05 01
30 0d parameter
04 08 53 7¢ 94 2e 8a 96 04 4b salt value
020101 iteration count =1
04 820158 encryptedData

20d4 dd 6a ... 7e 71 c8 cf

Test User 1 can now store this encoding and transfer it from one computer
system to another. The private key is obtained by reversing steps 3, 4 and 5.

3. Obtaining a certificate

The process of obtaining a certificate breaks down into three steps:

1. Encoding a value of type CertificationRequestinfo
according to PKCS #10 from Test User 1's name and public key.

2. Signing the CertificationRequestinfo encoding.

3. Encoding a value of type CertificationRequest according to
PKCS #10 from the CertificationRequestinfo value and the
signature.

The certification authority's steps are not considered, although the resulting
certificate is described.

3.1 Encoding a CertificationRequestinfo value

Test User 1 encodes a value of type CertificationRequestinfo according to
PKCS #10 from its name and public key. In this example, the name is the
common name "Test User 1" within the organization "Example Organization"
within the country "US." The public key is identified by PKCS #l's
rsaEncryption . There are no attributes in the certification request information.

The BER-encoded CertificationRequestinfo value is:

3081 a4
02 01 00 version =0
3042 subject
310b
3009
06 03 55 04 06 attributeType = countryName
13 02 55 53 attributeValue = "Us"
311d
30 1b
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06 03 55 04 0a attributeType = organizationName
1314 attributeValue = "Example Organization”
45 78 61 6d 70 6¢ 65 20 4f 72 67 61 6e 69 7a 61
74 69 6f 6e
3114
3012
06 03 55 04 03 attributeType = commonName
13 0b attributeValue = "Test User 1"
54 65 73 74 2055 73 65 72 20 31
30 5b subjectPublicKeyInfo
30 0d algorithm
06 09 algorithm = rsaEncryption
2a 8648 86 f7 0d 01 01 01
05 00 parameters = NULL
03 4a subjectPublicKey = RSAPublickey  encoding

0030470240..03010001

3.2 Signing the CertificationRequestinfo encoding

Test User 1 signs the CertificationRequestinfo encoding with its private
key.

In this example, the selected signature algorithm is PKCS #1's
md2WithRSAEncryption . There are three steps to this algorithm: An MD2
message digest is computed on the Certificatelnfo encoding, then the
message digest is encoded as a Digestinfo value, then the Digestinfo
encoding is encrypted under RSA with Test User 1's private key. (Section 4.4
gives a more detailed example of RSA private-key encryption.)

The message digest is:

dca9ecflclbclbd266 affdc8 79 9365 cd

In this example, the message-digest algorithm in the Digestinfo value is
identified by RFC 1321's md2 which has the object identifier value {1 2 840
113549 2 2}

The BER-encoded Digestinfo  value is:

30 20
30 Oc digestAlgorithm
06 08 2a 86 48 86 f7 0d 02 02 algorithm =md2
0500 parameters = NULL
04 10 digest

dca9ecfl..799365cd

RSA encryption according to PKCS #1 has two general steps: An encryption
block is constructed from a block type, a padding string, and the prefixed
message digest; then the encryption block is exponentiated with Test User 1's
private exponent.
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The encryption block EB is the following 64-octet string:

00

01 block type
ff ff ff ff ff ff ff ff ff ff ff fF ff ff ff ff padding string
ff ff ff ff ff ff ff ff ff ff ff

00 00 separator
3020300c ...799365cd data D

The resulting encrypted message digest (the signature) is the following 64-octet
string:

06 db 36 cb 18 d3 47 5b 9¢ 01 db 3c 78 95 28 08
02 79 bb ae ff 2b 7d 55 8e d6 61 59 87 c8 51 86
3f8a6c2cffbc 89 c3f75a18d96b 12 7c 71
7d 54 dO d8 04 8d a8 a0 54 46 26 d1 7a 2a 8f be

3.3 Encoding a CertificationRequest value

Test User 1 encodes a value of type CertificationRequest according to
PKCS #10 from the CertificationRequestinfo value and its signature.
The BER-encoded CertificationRequest value is:
308119
3081 a4 02...03010001 certificationRequestinfo
30 od signatureAlgorithm
06 09 algorithm = md2WithRSAEnNcryption
2a 86 48 86 f7 0d 01 01 02
0500 parameters = NULL
0341 signature

00 06 db 36 cb ... 7a 2a 8f be
Test User 1 can now send the encoding to a certification authority to obtain a
certificate.
3.4 The certificate
In this example, the certificate is as follows:

. The version is 0. (Since this is the default, the field is not included
in the encoding.)

. The serial number is 14000029 (hexadecimal).

. The signature algorithm is PKCS #1's md5WithRSAEncryption
which has the object identifier value {1 2 840 113549 1 1 5}
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. The issuer's distinguished name is the organization "Example
Organization” within the country "US."
. The name is Test User 1's name from the certification request.

. The validity period is from 10:18:06pm GMT, September 9, 1992 to
10:18:05pm GMT, September 9, 1994.

. The public key is Test User 1's public key from the certification
request.
The BER-encoded Certificate value is:
308201 5a
30820104 certificatelnfo
02 04 14 00 00 29 serialNumber = 14000029
30 0d signature
06 09 algorithm = md2WithRSAEnNcryption
2a 86 48 86 f7 0d 01 01 02
05 00 parameters = NULL
30 2c issuer
310b
3009
06 03 55 04 06 attributeType = countryName
1302 5553 attributeValue = "Us"
311d
30 1b
06 03 55 04 Oa attributeType = organizationName
1314 attributeValue = "Example Organization”

45 78 61 6d 70 6¢ 65 20 4f 72 67 61 6e 69 7a
61 74 69 6f 6e

30 1e validity
17 0d start = September 9, 1992, 10:18:06pm GMT
393230393039 323231383036 5a
17 0d end = September 9, 1994, 10:18:05pm GMT
3934 303930393232313830355a
3042310b..65722031 subject
305b300d...03010001 subjectPublicKeyinfo
30 od signatureAlgorithm
06 09 algorithm = md2WithRSAEnNcryption
2a 86 48 86 f7 0d 01 01 02
0500 parameters = NULL
0341 signature

00451aalelaa77204a5fcdf5 7606 9d
02 f7 32 c2 6f 36 7b 0d 57 8a 6e 64 f3 9a 91
1f 47 95 df 09 94 34 05 11 a0 d1 df 4a 20 b2
6a 77 4c caef 75 fc 69 2e 54 ¢c2 al 93 7¢c 07
1126 9d 9b 16

The BER-encoded RSAPublickey value for Example Organization's key is:

30 48

02 41 modulus
00 ¢5 59 65 91 f6 70 ac 38 7f ba bf f6 cO dO 83



Page 10 SOME EXAMPLES OF THE PKCS STANDARDS

€593 22 0e Ob c3 a0 0f 97 5b 9e b7 ad 51 4c 77
7b ae 14 25 2d f8 30 58 74 7f 17 7e ac 9c 1d a5
39 4d 33 eb d8 de 92 16 a4 1c 69 d2 d4 83 8f a4
51
0203 010001 publicExponent

The certificate signature can be verified with Example Organization's public key.
Example Organization's private key is stored in secure hardware at RSA Data
Security.

4. Preparing a digitally signed message

The process of preparing a digitally signed message breaks down into six steps:

1. Encoding a value of type Contentinfo  according to PKCS #7 for
the data to be signed.

2. Digesting the data to be signed according to PKCS #7.

3. Encoding a value of type Digestinfo  according to PKCS #7 from
the message digest.

4. Encrypting the Digestinfo encoding with a private key
according to PKCS #1.

5. Encoding a value of type SignedData according to PKCS #7 from
the first Contentinfo  value, the encrypted message digest, and
other information.

6. Encoding a value of type Contentinfo according to PKCS #7
from the SignedData value.

4.1 Encoding the inner Contentinfo value

Test User 1 encodes a value of type Contentinfo  according to PKCS #7 for the
data to be signed.

In this example, the content type is PKCS #7's data , which has the object
identifier value {1 2 840 113549 1 7 1} . The content is an OCTET STRING
value containing the ASCII string "Everyone gets Friday off." (The encoding does
not specify ASCII; such an interpretation is left to the application.)

The BER-encoded inner Contentinfo value is:

3028
06 09 contentType = data
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2a 86 48 86 f7 0d 01 07 01
a0 1b [0] EXPLICIT
04 19 content = OCTET STRING value: "Everyone gets Friday off."
45 76 65 72 79 6f 6e 65 20 67 65 74 73 20 46 72
69 64 61 79 20 6f 66 66 2e

4.2 Digesting the data
Test User 1 digests the data to be signed according to PKCS #7.
The selected message-digest algorithm is MD2, as described in RFC 1321.

The input to the message-digest algorithm is the original ASCII string:

45 76 65 72 79 6f 6e 65 20 67 65 74 73 20 46 72 69 64 61 79 20 6f 66 66
2e

The resulting message digest is:

1d 32 de 00 9f 9c 56 ea 46 36 d3 9a af fd ae al

4.3 Encoding a DigestInfo value

Test User 1 encodes a value of type Digestinfo ~ according to PKCS #7 from the
message digest.

The BER-encoded Digestinfo  value is:

30 20
30 Oc digestAlgorithm
06 08 2a 86 48 86 f7 0d 02 02 algorithm =md2
0500 parameters = NULL
04 10 digest

1d 32 de 00 9f 9c 56 ea 46 36 d3 9a af fd ae al

4.4 Encrypting the Digestinfo encoding

Test User 1 encrypts the Digestinfo encoding with his (or her) private key
according to PKCS #1. Section 3.2 describes the RSA encryption process in detail.
The resulting encrypted message digest is the following 64-octet string:

05 fa 6a 81 2f ¢7 df 8b f4 f2 54 25 09 e0 3e 84

6e 11 b9 c6 20 be 20 09 ef b4 40 ef bc c6 69 21
69 94 ac 04 f3 41 b5 7d 05 20 2d 42 8f b2 a2 7b
5c 77 df d9 b1 5b fc 3d 5593 53 50 34 10 c1 el
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4.5 Encoding a SignedData value

Test User 1 encodes a value of type SignedData according to PKCS #7 from the
inner Contentinfo value, the encrypted message digest, and other
information. The other information includes:

. the issuer and the serial number of Test User 1's certificate (see
Section 3.4);

. Test User 1's certificate;

. a message-digest algorithm identifier (RFC 1321's md2); and

. a message-digest encryption algorithm identifier (PKCS #1's

rsaEncryption ).

The BER-encoded SignedData value is:

308202 3d
020101 version =1
31 0e digestAlgorithms
30 0c
06 08 2a 86 48 86 f7 0d 02 02 algorithm =md2
0500 parameters = NULL
3028 06 09 ... 6f 66 66 2e content = inner Contentinfo
a0 8201 5e certificates
3082015a...269d9b 16 Test User 1's certificate
31819b signerinfos
308198
020101 version =1
30 34 issuerAndSerialNumber
302c 310b ... 74 69 6f 6e issuer
02 04 14 00 00 29 serialNumber = 14000029
30 Oc digestAlgorithm
06 08 2a 86 48 86 f7 0d 02 02 algorithm =md2
0500 parameters = NULL
30 0d digestEncryptionAlgorithm
06 09 digestEncryptionalgorithm = rsaEncryption
2a 86 48 86 f7 0d 01 01 01
0500 parameters = NULL
04 40 encryptedDigest

05 fa 6a 81 2f c7 df 8b f4 f2 54 25 09 e0 3e 84

6e 11 b9 c6 20 be 20 09 ef b4 40 ef bc c6 69 21
69 94 ac 04 f341 b5 7d 05 20 2d 42 8f b2 a2 7b
5c 77 df d9 bl 5b fc 3d 55935350 34 10 cl el

4.6 Encoding a ContentInfo value

Test User 1 encodes a value of type Contentinfo  according to PKCS #7 from
the SignedData value.
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The content type is PKCS #7's signedData , which has the object identifier value
{12840113549 17 2}

The BER-encoded Contentinfo value is:

30820250
06 09 2a 86 48 86 f7 0d 01 07 02 contentType = signedData
a0 820241 [0] EXPLICIT
3082023d..3410clel content = SignedData  value

(The full BER encoding is reproduced in Appendix A for reference.)
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Appendix A: Example signed-data encoding

The full BER encoding for the example signed-data value in Section 4.6 is as
follows:

30 82 02 50 06 09 2a 86 48 86 f7 0d 01 07 02 a0
82 02 41 308202 3d 02 01 01 31 Oe 30 Oc 06 08
2a 86 48 86 f7 0d 02 02 05 00 30 28 06 09 2a 86
48 86 f7 0d 01 07 01 a0 1b 04 1945 76 65 72 79
6f 6e 65 20 67 65 74 73 20 46 72 69 64 61 79 20
6f 66 66 2e a0 82 01 5e 30 82 01 5a 30 82 01 04
02 04 14 00 00 29 30 0d 06 09 2a 86 48 86 f7 0d
01 01 02 05 00 30 2c 31 Ob 30 09 06 03 55 04 06
13 02 5553 31 1d 30 1b 06 03 55 04 Oa 13 14 45
78 61 6d 70 6¢ 65 20 4f 72 67 61 6€ 69 7a 61 74
69 6f 6e 30 1e 17 0d 39 3230393039 32 32 31
3830365a170d39343039303932323138
30 355a 304231 0b 3009 06 035504061302
5553 31 1d 30 1b 06 03 55 04 Oa 13 14 45 78 61
6d 70 6¢ 65 20 4f 72 67 61 6e 69 7a 61 74 69 6f
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6e 3114 3012 06 0355 04 03 13 0b 54 65 73 74
205573 6572 20 31 30 5b 30 0d 06 09 2a 86 48
86 f7 0d 01 01 01 05 00 03 4a 00 30 47 02 40 Oa
66 79 1d c6 98 81 68 de 7a b7 74 19 bb 7f b0 cO
01¢c627 1027007514 2942 el 9a8d 8c51d0
53b3e3782alde5dc5afdebed 94681701
14 al df e6 7c dc 9a 9a f5 5d 65 56 20 bb ab 02
03 01 00 01 30 0d 06 09 2a 86 48 86 f7 0d 01 01
02050003410045 1aalelaa77204a5fcd
f5 76 06 9d 02 f7 32 c2 6f 36 7b 0d 57 8a 6e 64
f39a 91 1f 47 95 df 09 94 34 05 11 a0 d1 df 4a
20b26a 77 4ccaef 75fc 69 2e 54 c2 a1 93 7c
07 1126 9d 9b 16 31 81 9b 30 81 98 02 01 01 30
34 30 2¢ 31 0b 30 09 06 035504 06 13 02 55 53
31 1d 30 1b 06 03 55 04 0a 13 14 45 78 61 6d 70
6¢ 65 20 4f 72 67 61 6e 69 7a 61 74 69 6f 6e 02
04 14 00 00 29 30 Oc 06 08 2a 86 48 86 f7 0d 02
02 05 00 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01
05 00 04 40 05 fa 6a 81 2f c7 df 8b f4 f2 54 25

09 e0 3e 84 6e 11 b9 c6 20 be 20 09 ef b4 40 ef
bc ¢6 69 21 69 94 ac 04 f3 41 b5 7d 05 20 2d 42
8f b2 a2 7b 5¢ 77 df d9 b1 5b fc 3d 55 93 53 50
3410clel
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Revision history

June 3, 1991 version

The June 3, 1991 version is part of the initial public release of PKCS. It was
published as NIST/OSI Implementors' Workshop document SEC-SIG-91-25.
November 1, 1993 version

The November 1, 1993 version incorporates several editorial changes, including
the addition of a references section, Appendix A: Example signed-data encoding,
and a revision history. It is updated to be consistent with the following versions
of the PKCS documents:

PKCS #1: RSA Encryption Standard. Version 1.5, November 1993.
PKCS #5: Password-Based Encryption Standard. Version 1.5, November 1993.

PKCS #7: Cryptographic Message Syntax Standard. Version 1.5, November
1993.

PKCS #8: Private-Key Information Syntax Standard. Version 1.2, November
1993.

PKCS #10: Certification Request Syntax Standard. Version 1.0, November
1993.

The following substantive changes were made:

General: Names and keys are changed, consistent with external PKCS
examples.

Section 3: Certification request examples are added. Extended certificate
examples are removed.
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